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Key players in a Cyber Attack

There may also be other types
of employees involved such as
network administrators or
system administrators who are
configuring the systems,
programmers who are
programming functionalities

In general there are two key
parties at play in a cyber attack,
a user who is a victim and the

attacker

In a cyber attack against a
business there are three key
parties in play, Business, User or
employee and Attacker

J J

While this is a compartmentalized view of the real world fluid scenarios, it helps understand the
dynamics of an attack and study ways to prevent it
» Each of these parties have a set of constraints and factors that help facilitate or restrict the

perpetration of the attack.
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Key players in

a Cyber Attack

A User or employee in a business comes with a certain educational
background, experiences and any lessons learned in the past

A user also has certain psychological traits which impact how they respond to
certain types of requests, from clicking of links, downloading content or
providing their credentials

Businesses have to follow their business model which could be highly secure
or more open

They have a mission and a set of principles they abide by
Business may or may not have a well-defined set of security policies

The types of business applications being run in a business may have its own
set of complexities and challenges

In addition to technological know-how, an attacker has certain motivations and
an end goal to achieve through perpetrating the attack

An attacker may have certain psychological traits due to which these attacks
may be instigated not unlike other types of crimes

Additionally, depending on the amount of resources an attacker may have, the
extent of the attack may vary from a single computer to a network or entire
business being targeted

An attacker targets a user of the business systems, be it a technology worker
or an end user, utilizing the business systems

Data Analytics for Cybersecurity, ©2022 Janeja All rights reserved.



Key players

in a Cyber
Attack

Data Analytics for Cybersecurity, ©2022 Janeja All rights reserved.



» Spear phishing : an individual receives an email claiming to be from an
organization known to the individual and is asking for the individual’'s username
and password or interacting with the user through a malicious link in the email

»  While users with knowledge of security threats, may be inclined to check the
sender’s email address and the validity of the link for authenticity, others may
respond to the message, compromising security

Human

P e rS p e Ct | Ve tO * In general, cybersecurity can be aimed towards hardening our systems or
Cybersecurity:

taking offensive approaches: However, in this case, cybersecurity cannot simply
be seen as an organization centric issue but an individual user level issue

* In social engineering type attacks, such as phishing, indeed it is an individual
user who may lead to opening up an organization to bigger risks (for example by

P h | S h | n g clicking on an unsafe link or providing the users credentials)

* Arecent study by Trend Micro found that 91% of all targeted attacks are
initiated with a spear-phishing email, potentially leading to Advanced Persistent
Threats (APT)

* The human perspective is critical to evaluate and address questions such as:
« what makes a user click on a potentially malicious link?
*  Why would a user open a malicious website or provide their credentials?
* How do users determine whether an email appears to be fraudulent?

Data Analytics for Cybersecurity, ©2022 Janeja All rights reserved.



Evaluating User Perception: Phishing

» Evaluating behavioral factors affecting end users’ ability to detect phishing, such as
through survey-based methods to study users’ psychological factors related to phishing
detection

« Evaluating the effectiveness of a simply designed educational intervention and awareness
program; The intervention can involve presentation of vignettes, carefully designed to
support a diverse user group (those with or without technical background)

» Eye-tracking to determine areas of an interface where attention is focused when
performing tasks where threats may be evident (e.g. when interacting online, the user may
focus on the security icon on the toolbar)

« Data mining to evaluate patterns observed in the users eye gaze data and how those
patterns affect phishing detection or interaction with threat prone areas on the user
interface; This can include evaluating the focus of the user and associate different foci for
different types of users (based on psychological profiles, background, demographics)

Data Analytics for Cybersecurity, ©2022 Janeja All rights reserved.



Human
Perspective to
Cybersecurity:

Insider Threat

* Insider threats consist of an authorized user of a
system that perpetrates an attack compromising the
system’s confidentiality, integrity and availability, which
may include illegal copying of data, sending data to
unauthorized users, providing access to unauthorized
users

* Insider threat detection and masquerade detection can
be categorized based on the approaches used namely:
system call analysis, graph based analysis, network
mapping/topology analysis, structural anomaly detection
and rule based analysis

« Across the multiple areas of study there is no work
which brings together multiple facets from data and
behavioral perspectives for discovering insider threats.
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Human Perspective to Cybersecurity: Insider
Threat

« Studying how network traffic changes over time, which locations are the sources, where is it headed, how are people
generating this traffic, and how do people respond physiologically (such as through stress indicators) when involved in
these events, all these aspects become critical in distinguishing the normal from the abnormal in the domain of
cybersecurity

» This requires shifting gears to view cybersecurity as a people problem rather than a purely technological problem

» Several features can be utilized from disparate domains such as computer usage including CPU, memory, and kernel
modules, network traffic features including source, destination IP, port, protocol, derived geo-location and other location
related features, such as geopolitical event information, physiological sensors providing knowledge of affective behaviors
including features such as emotion and stress variations

» Each of these domains provide insights into the workings of a networked information system over a period of time. Each
domain individually is not sufficient to indicate an insider threat

+ When combined these disparate data streams can facilitate detection of potentially anomalous user traffic for deeper
inspection

» These features can be evaluated individually and in conjunction to provide knowledge of potential insider threats
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Human Perspective to Cybersecurity: Insider
Threat

» Relating Multiple factors for insider threat evaluation:

e Auser’s systems usage changes over time, similarly network traffic evolves over time, and communication patterns
change over time; These key changes which are deviant from the normal changes can be associated with anomalies
in the network traffic and system usage

¢ Any type of attack has common underpinnings of how it is carried out, this has not changed from physical security
breaches to computer security breaches; Thus, data representing the user’s behavior from both the usage of the
systems and affective behaviors (such as stress indicators) provide important knowledge; This knowledge can be
leveraged to identify behavioral models of anomalies where patterns of misuse can be identified.

e Studying multiple types of datasets and monitoring users through the application of affective computing techniques
can have ethical and privacy implications

e Effective adversarial monitoring techniques need to be developed such that they are ethical and respect user privacy.

« Utilizing data based and human behavioral aspects of learning, new knowledge from the vast array of processes can
lead to new insights of understanding the challenges faced in this important domain of cybersecurity
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User/Employee

Viewpoint

« A cyber attack victim may be a technology savvy user or a user who
is not as well versed with technology use

* While one may assume that non-technology users would be more
prone to cyber attacks, technology savvy users are equally prone to
attacks

« Studies have outlined personality factors and proposed a link
between the personality traits and users who are likely to commit
security infractions

* These could be unknowingly or through malicious intent

» For example, studies have shown that Conscientiousness and
agreeableness are positively related to IT security compliant behavior
« Studies have established that individuals react differently to different
scenarios and therefore the cybersecurity training approach should be
adopted to differentiate between personality types

* There is also a fine grained evaluation within the personality types
as well: For example, agreeable individuals with a low sense of
sanction(fear of receiving a reprimand) are more likely to violate
security policies

« As such there are very limited number of studies which establish
the relationships between personality traits and IT security incidents
where insider or an unknowing user was responsible for the
perpetration of the attack.

Data Analytics for Cybersecurity, ©2022 Janeja All rights reserved.
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Openness To Experience
(Imaginative, Experimenting)

Conscientiousness
(competent, organized, self disciplined, deliberation)

. g \
3 I g F IVe Extraversion
3 e rS O n a | |ty (sociable, assertive, energetic, excitement seeking)

/

—
-a Cto rS Agreeableness
(Trust, forgiving, Altruistic, compliant, sympathetic)
{

Neuroticism
(tense, anxious, hostility, impulsive, shy, not confident)
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Human behavior and personality traits
Manifesting in technological view points

e User Interaction: How a user interacts with a system is telling of their personalities and their preferences; One
common example is setting passwords and saving passwords; Setting the same passwords for multiple is a big
security threat and in some regards a single point of failure; Saving passwords on the system while convenient may be
a security threat especially if the device is located in a somewhat non secure location

e Interface design: A very busy interface can leave average non-technical users confused; This is true for new users
who may be starting to use an interface in a new job or for experienced users after a change in the systems they are
used to; In some cases, it is also possible that highly technical systems with several parameters may leave users
vulnerable to mistakes; Simple to use interfaces can be helpful in alleviating this.

e Where does the user look: Studies have been performed where user views are tracked to identify the level of interest
a user while interacting with an interface such as a browser

e Education: A basic cyber education can be critical in averting the more common types of situations such as phishing
attacks. Similarly educating users to keep their systems up to date is also very important to avert known attacks

* While these aspects are fairly simple, they need to be enumerated and carefully evaluated in an organization’s context
to avoid cyber-attacks which can be easily averted

12/4/2022 Data Analytics for Cybersecurity, ©2022 Janeja All rights reserved.
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Attacker
Viewpoint:
Anomaly
Detection

Methods

A data oriented approach can be developed to understand
how an attack is carried out or what the behavioral aspect
of an attack is

In cyber attacks, the intruder will first choose a target and
then initiate attacks

Before the attack is successful or failed, they will have to
try multiple times and, they will continue trying different
methods until they are successful or eventually give up

This is the nature of the cyber attacks and almost universal
in all attacks

This does vary for attacks by insiders where they know the
system well and do not need to scan the system and try
multiple methods

Data Analytics for Cybersecurity, ©2022 Janeja All rights reserved.
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Attacker Viewpoint: Anomaly Detection
Methods

* Another behavioral factor in cyber attacks is that the attackers will target relatively few targets at
each time, and most times, only attack one target at a time

* This provides a clue that when the attack happens, usually they will focus on one target in a short
period of time

* The attackers assumed to be human will usually not spend a prolonged time on one target
» After they have tried extensively on one target in a short period of time, they will switch targets
* These behavioral factors provide hints in developing behavioral models of anomalies

* The intruders will essentially leave a trace of activities in network monitors such as in the
Intrusion Detection System (IDS) logs

* IDS logs (for example SNORT alert log) can be utilized to generate behavioral models of anomalies

12/4/2022 Data Analytics for Cybersecurity, ©2022 Janeja All rights reserved.
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* Let us consider all the visitors N of a network, for each visitor of the network, Vin N, a Source

IVI O d e | S d eSC rl b I n g IP address, IP Source and a Target IP Address, IP Target, are displayed in the IDS log

* The alert information tells us what the actions from the source IP addresses are

Atta C ke r B e h aVI O rS * The IDS logs do not always categorize the attacks as such since they observe it in isolation

* The alerts in combination may be potentially related to identify the collective behavior of

attackers

* Let us consider three user patterns and build them into three models to exhibit attacker

behavior

Model

1 Count_Attempt(I Pyources I Prarget, Interval(i)) > C

Unique attempts
between IP1and IP2

2 Count_Source_I P(I Prarget, Interval(i)) Initiating an attack
3 . _ total traffic between
Total Traf fic(IPSource, Prasgee Interval(@) _ - of Source IP
U_Source_I P(1)+U Target_I P(1) - - in each featurein a
given interval(i)
12/4/2022 Data Analytics for Cybersecurity, ©2022 Janeja All rights reserved.
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Model

1 Count_Attempt(I Psoyrces I Prarget, Interval(i)) > C Unique attempts
| o between IP1 and IP2

Models describing Attacker Behaviors: Model 1

When a cyber attack happens, the attacker usually will not be successful the first time

The attacker will attempt different methods in order to gain access to the target

When an attack happens, it takes multiple steps: Probe, Scan, Intrusion and Goal

Let us say each attacker is represented by a unique IP Source, and each attempt is differentiated by the alert messages

If the time when the attack will happen is not known, then data can be divided into temporal neighborhoods as discussed in chapter 3
This will reduce the amount of instances analyzed each time

It also helps to show the attacks in a smaller dataset

The count of number of unique attempts between /P1 and /P2 in a given Interval(i), is greater than a threshold then this action can be
considered anomalous and this Source IP address is a potential attacker

Here C represents empirical criteria to differentiate attacks and non-attacks

This is based on the context of a network

If it is at a commercial network, C will be larger than in a private network
Heuristically we can consider C as three times the average attempts of regular users

If an IPSource is identified as an attacker IP address, its activities before or after the actions will be considered as part of the attack because its
other incidents are likely to be in the probe or scanning stage and in preparation for the following attacks

12/4/2022 Data Analytics for Cybersecurity, ©2022 Janeja All rights reserved.
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Models describing Attacker Behaviors: Model 2

 When an attack happens, the target address usually is unique or relatively a few
* The attackers will target the unique targets persistently until success or failure

 If a target ID address is accessed by much higher number of unique IP addresses
than usual within a short period of time, this target IP address is being attacked

12/4/2022

Model

Count _Attempt(I Pyoyree, I Prapger, Interval(i)) > C

Unique attempts
betweenIP1and IP2

Count_Source_IP(I Prarget, Interval(i))

Initiating an attack

Data Analytics for Cybersecurity, ©2022 Janeja All rights reserved.
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Model

1 C'O 11711_-—11‘1‘(7111}1‘( I]js::;urf?vf ’ ]])tal‘gljt ] ]llt("]’l’(ll(‘ i ’ ) 3 C’ Unique attempts
between IP1and IP2

2 Count_Source_I P(I Prarget, Interval(i)) Initiating an attack

3 total traffic between
Tr:tz'll_Tmffi('(11"\,,““‘, JPrayger Interval(i )) A of Source IP
U_Source_I P(1)+U Target_I P(1) 2 C in each featurein a

given interval(i)

Models describing Attacker Behaviors: Model 3

« A common attack method is when there are massive attempts in a short time in order
such as to obtain the password information

* Hence, if a IPTarget is experiencing much higher than normal traffic from a single or a few
IPSources , this IPTarget is under attack

-(_;I'his represents the percentage of total traffic between two IP addresses in a given interval
|
« If this exceeds a threshold C, an alert can be raised

« C can be an empirical criteria to differentiate attacks and non-attacks, this can be based
on experimental assessments and evaluating historic traffic patterns

. A[II thle(se models are based on intuitions on how an attacker would think before attacking a
networ

« Other models can be developed based on psychological behavioral models such as those
discussed in chapter 5 for social engineering threats
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